OcHoOBHag TeMa
Enunoro nHs uHpopmMupoBaHus

KUBEPBE3OITACHOCTDB U TIPO®OUJIAKTUKA
KUBEPITPECTYIIHOCTH

ONEeKTPOHHBIE CEPBUCHI, MHTEPHET-OAHKUHI, YAAJIEHHas padora Hu
yueba, OHJIAHH-PETUCTPALMH, UHTEPHET-Mara3uHbl U MapKeTIUIIMChl — BCE
ATO HACTOJIBKO MPOYHO BOLILJIO B HAIly ITOBCENHEBHOCTH, YTO MHOTAA TPYIHO
MOBEPUTH, KaK JKWIM 0€3 3TOTr0 paHblne. Yem OosbIle morpykaemMcs B MUD
UH()OPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTHIN (daree — HKT), TeM
00JIbIlIE CTAHOBUMCS YSI3BUMEE.

KubOepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CaMBIX
3HAYUTENIbHBIX U  TMOCTOSIHHO  PAacTylIMX yrpo3 s TIJI00anbHOM
oezonacHoctt B XXI| Beke. Ha ¢one BceoOmeld uudpoBuzanmu 3Ta
npobsieMa HE MPOCTO HapacTaeT, a OHBOJIOLMOHUPYET, HA YTO BIMUSIET
LIUPOKOE UCIIOJIb30BAHNE UCKYCCTBEHHOI'O UHTEIUIEKTA (Oanee — HMH), TaK KaK
3JIOYMBIIIJIECHHUKA HAYMHAIOT MCHOJIb30BaTh €ro Juid co3JaHusi OoJjee
M30ILIPEHHBIX BPEJAOHOCHBIX NpPOrpaMM, aBTOMATH3allMM aTaK WM aHajau3a
YSA3BUMOCTEM.

KubGeparaku npeBpaTiiivch U3 Npo0sieMbl TEXHUUYECKUX CHEIUAINCTOB
B OJIHY M3 TVIABHBIX CTPATErMYECKUX YIpO3 HAIMOHAJIBbHOW, SKOHOMUYECKOU
1 0OIIIeCTBEHHOW 0€30MacHOCTH JH000# CTpaHBI.

IIo pesynbTaTaM uCCIEOOBaHMS, IMPOBEACHHOIO B NPOLLIOM TOAY,
bemapyck Haxonurcs Ha 3-M Mmecte B peutunre crpan CHI', kotopeie vaie
BCET0 MOJIBEPrarloTcsi Kubeparakam.

Kaxnas nsitas ataka B benapycu npuxoaurcst Ha roccektop (22%). Ha
BTOpOM MecTe — cdepa mpoMmbIuieHHOCTH (14%), a Ha TpeTbei CTPOUKe —
dbunancoBas otpaciab (11%). MHOro arak Tak)Ke HAIICJICHbI Ha CEKTOp
TeJIEKOMMYHUKaIUH, chepbl Hayku u o0pa3zoBanus (8%).

Kaxnas Bropas  kuOeparaka (57%) m0OpuUBOIMT K  yTEUKe
KOH(PUACHIIMANBHBIX  JaHHbIX. Pexxe OHM  HapymaloT  OCHOBHYIO
nestenbHoCcTh (16%) mnu HecyT mpsimble (puHaHcoBble notepu (8%). bonee
MOJIOBUHBI YKPAJIEHHBIX CBEICHUN COCTABISIOT IEPCOHAJbHBIE JAHHBIE U
KOMMEpYECKasl TailHa. AKTyalbHOM MPOOJIEMON OCTaeTcsi Kpaxka JEHEr C
OAHKOBCKHMX KapTOYEK U 3JEKTPOHHBIX KOLIEIbKOB.



POCT KUBEPATAK B BEJIAPYCU

. Mo3auumua benapycu: 3-¢ mecto & CHI no
KoNuueCTBy kubeparau

. OCHOBHbIE LLENM ATAK:
foccexrop — 22%

Mpombiwnennocrs — 14%
DuHance — 11%

. NOCNEACTBMA:
Yreuxa ganHbix — 57% cnyvaes
Hapywenne paborsl — 16%
Dunancosbie norepn — 8%

CornacHo ganubiM 3a 2024 r1OA, Hamia pecnyOiMKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanouwui umnoexc kubepbezonachocmu),
yCTynuB 1O 3ToMy wuHAEKCY cpeau crpadn CHI' mums Monnose,
AzepOaiimxany u Poccun.

PocT u ycj10:kHeHNEe METO0B KHOepyrpo3 TpedyIoT onepexarmero
1 KOMILIEKCHOT0 pearupoBaHMus.

B Benapycu npuHST psin CUCTEMHBIX Mep, U 60opb0a ¢ kubdepyrpo3zamu
BEJIETCSI Ha HECKOJbKUX YpPOBHSX. Tak, Ha rocyIapCTBEeHHOM YPOBHe
VYkazom IIpesunenta Peciyonuku benapycs Ne 40 «O xubepbe3onacHOCTH
peanmsyercs KOMILIEKCHBIHT MHOTI'0YPOBHEBbI MEXaHHU3M
NPOTUBOAEHCTBUSA KHOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl U
OpraHu3ally, KpUTHYECKYI0 MHGOpMalMoHHYI0 HHpacTpykTypy. Co3nan
HanuonanbHblil LIeHTp oOecrieueHus KuOepOe30MmacHOCTH U pearupoBaHUS
Ha KHOCPHHITUIACHTHI (Jaree — Hayuonanonolii yenmp xubepbezonacrocmi).
Hanaxxeno Mex1yHapoaHOE COTPYIHUYECTBO B 3TOM cepe.

Co3manpl  HEOOXOAWMBIE  TPABOBBIE  YCIOBUS  JJISl  3allUTHI
MEPCOHANIBHBIX JAHHBIX U O€30MaCHOCTU JIMYHOCTH M OOIIECTBa TPH HUX
ucrnosb3oBanuu. 3akoH PecniyOnuku benapych «O 3ammure nepcoHaabHbBIX
JaHHBIX», nOpuHATBIM B 2021 roamy, ycTaHaBIMBaeT TpPaHULBI,
onpenensione, Kakyro MHGOpPMAIMI0O O YeIOBEKE MOXKHO coOupaTh u
pacnpocTpaniaTtb. Bmecte ¢ TeM, 4yTOOBI 3aliUTa MEPCOHATBHBIX JaHHBIX
Obl1a To-HacTosmeMy 3()PEKTUBHON, HY>KHBI OOIINE YCHUIIUS — HE TOJIBKO
rocyJapcTBa, HO U rpak/iaH.

[IpoTBOAEHCTBHE OCYIIECTBISIETCS U HA KOPHOPATHBHOM YPOBHE.
Opranuzaiuu W MNOPEANPUITUS HHBECTUPYIOT B KHOEpOE30MacHOCTh H
o0y4YeHUe COTPYIHUKOB.

Hist OoppOBl ¢ KuOepyrpo3amMud Ha HMHAMBHAYAJbHOM YPOBHeE
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TpeOyeTcs MOBBILIEHHE HUGPOBOM TI'PaMOTHOCTH HaceleHHUs, COOJI0JICHUE
AJIEMEHTAPHBIX MPABUIT HU(PPOBOM TUTUECHBI.

CoBpeMeHHbIE aCNIEeKThI KH0ep0e30nacHOCTH

Kubeprpectymienust TPaHCHAI[MOHAJIbHBI, 3JI0YMBIIUIEHHUKHU
HCIIOJIB3YIOT aHOHHMaﬁSCpBI (C€p6qul, noseoJAllowue CKpolims JUYHbLE oanmwle
noxvzoeamens u obecneyumsv AHOHUMHOCHbL 6 HHmepHeme) U HaxXoOATCA 3a
pyOeKoM, UTO KpailHe 3aTpyAHSET UX 3aJiepiKaHuE.

I[To nausbiM CrnenctBeHHoro komurera PecnyOnuku benapyce,
ormevaetcs yxon 6osee 80% BeiMoratenbcTB U 60Jee 90% MOIIEHHUYECTB B
«OHJIAUH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KUWA MPOIEHT
OCBEJIOMJIEHHOCTH TpaXJaH O IMPECTYIHbIX CXEMax, a TAaKXKE Pa3BUTHUE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpocTpaHeHHBIX BUJIOB KuOepnpecTyiieHnid B benapycu
MOBTOPSIET TJIOOANBbHBIE TPEHIBI, HO C aKIIEHTOM Ha MECTHbBIC TUIATEKHbIE
CUCTEMBI U NIPUBBIYKU HACEIICHUS.

[lo pmaHHBIM  TJIABHOTO  YHPABJIEHHUS IO  NPOTUBOJCHCTBUIO
KHOEpHPECTYMHOCTH KPUMHUHAIBHOW MWIMIIMA MUHUCTEPCTBA BHYTPEHHUX
nen Pecnybonmuku benapych, 3a 9 mecsinieB Tekyuiero rojga B bemapycu 1o
CPAaBHEHHUIO C AaHAJOTHUYHBIM MEPUOJOM MPOIUIOr0 Troja KOJIWYECTBO
KHOEpNpEeCTYIUICHUH CHU3WIOCh MouTh Ha 11% (a 9 mecayes 2025 200a
3apeeucmpuposano donee 13 moic. cayuaes (13 420), mpemv uz xomopuwix (4 121)
— 6 2.Muncke).

ITo craructuke skeHIUHBbI (65%) yaille BCEro CTAHOBATCS KEPTBaAMU
MOILIICHHUKOB, KOTOpPbI€ BBIMAHMBAIOT JICHBIM IIYTEM IICUXOJOTHYECKUX
MaHUNyIsuui 1o tenaedony (77,9%), Kymiv-mpoaakd TOBApOB U OKa3aHUs
ycayr (65,6%), OmarorBoputenbHocTr (100%). Myskuunbl (84,8%), kak
MpPaBUJIO, CTAHOBATCSA JKEPTBAMU  MOIICHHUYECTBA, CBSI3aHHOTO C
VCIIOJIb30BAaHUEM CAWTOB 3HAKOMCTB.

I
[ e 7o NOPTPET XEPTBbl MOLLUEHHUYECTBA
_'_4 < e

¢ el ] HeHwmHb
(R . TenedoHHEEe MOWEeHHNKKM — 77 9%
<, . Ay N OfmaH B chepe yenyr — 65,6%
. i MyM4HHbBI
. ® v .
.., LY

MOIEeHHU4ECTBO HA CAWTax 3HakomcTe — 84 8%
" = L ¥ L el Bospact
ks S @ 504: TenePOHHOS MOLEHHNHECTBO, TNOMOLLL
¥ A E POACTBEHHUHAM S
) o O ; y Ao 30 ner: NCEBAC-MHBECTUUMK (65,4%),
i GO AUCTAHUMOHHBIE CAENKH C HEABUIKMMOCTBIO {56,3%)
30-49 net: MKT-moweHHnYecTeo ¢ gorosopamu (53,1%)

. 3 f —— - .
. { L] CoymanbHbii craTyc:
L Ge3paboTHbie Yalle NON3AAT B HHBLCTUUMOHHbIE

nosyLwkn (46,2%)



Cnpagouno:

Bo3pacmmubsie cpynnovt nomepnesuiux:

awou cmapuie 50 nem uawe cmanoB8aAMCsL Heepmeamu meie@oHHbIX
MOWEeHHUYeCms,  00MaHa,  O008EPUUBOCU,  JIe2eHO O  HOMOWU
POOCMBEHHUKAM,

Mon00edxucy 00 30 nem ya36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedsudxcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUpHCU» U
«posviepviwets unu akyuiy (65,4%);

auua cpeonezo eo3pacma (3049 nem) — naubonee maccosas epynna
cpedu  nomepneswiux om  HKT-mowennuuvecmsea ¢  3axmoyeHuem
2PaNCOAHCKO-NPaso8ulx 002060pos (33,1%).

be3pabomnvie u  neyuawueca - uyawe - nonadailomcia 8
uHeecmuyuoHHble 108yuKu (46,2%), umo modrcem Oblmb CEA3AHO C NOUCKOM
UMU UCTNOYHUKO8 00X00A UNU Y8lleYeHUEeM A3aAPMHbIMU CXEMAMU.

ITo cmoco6amM coBepIeHHMsi MOIIICGHHUYECTBA Yallle BCETO MPOUCXOSAT
OT MMEHH JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsiOTCS
COTPYJAHUKAMH NPABOOXPAHUTEIbHBIX OpraHoB (MB/], CK, /[J®P, KI'bF) u
paboTHHKaMU OaHKOBCKHMX OpraHu3anid. MOIIEHHUKH CTaldd 3BOHUTH OT
UMEHU pabOTHUKOB CIyX0 rasza, BoJOKaHalla, SHEPrOHA/I30pa, MOOMIBHBIX
ONEPATOPOB CBA3M IMOJ TMPEIJIOTOM OKOHYaHUSA CpOKa JOroBopa u
npeasiaraoT JUisi ero MpojJieHus: cooomuTth nudpoBor koa u3 cmc. [locne
nepeayd  Koja JKEPTBE 3BOHUT COOONIHUK MOIICHHUKA U YXKe
MIPEJICTABIISICTCSl TPABOOXPAHUTEIIEM, 3aIyTUBAET TEM, YTO YEJIOBEK Mepeaal
JUYHBIC JaHHBIE U HAa €ro uMs OyayT o(opmiieHbl KpeAuThl. A 4TOOBI UX
n30exarTh nmpejiaracT opOpMUTh BCTPEUHBIE KPEAUTHI U TTOJTYYEHHbIC ICHBIU
NEePEBECTH HA YKA3aHHBIN cUeT Wi OAHKOBCKYIO KapTy.

[Ipu cxeme oOmana oT wuMeHM pykoBoauTeaeid (Fake boss)
(vupeosicOenuil  00pazoeanus, 30PABOOXPAHEHUs,  KVIbMYpsl, NPeOnpusmuli)
MOIICHHUKHU 3aITyTUBAIOT MOJ03PEHUEM B (PMHAHCUPOBAHUU IKCTPEMHUCTCKON
JESATEILHOCTH, TPOBEACHUEM OOBICKA M U3BIATHEM JICHET, TAK)KE MPeIIararoT
JaHHbIA (aKT JepkaTh B TalHE M TMOOOIIATBCA C OINPEEICHHBIM
COTPYJIHUKOM TMPABOOXPAHUTEIIbHBIX OPraHOB, KOTOPBIA SKOOBI IS
COXpaHEHUS JICHEKHBIX CPEJICTB MpeJJIaracT «BPEMEHHO» MEPEBECTU JEHbIU
Ha 3alllUIIEeHHbINA CYET.

B TenedonHOM pasroBope HE AOBEPSUTE HE3HAKOMBIM JIHIAM, KEM OBl
OHM HE MPEJCTABWINCH, €CIIU Bbl HE XKJETE TAKOTO 3BOHKA.

Tperp momeHHudecTB (27,6%) coBepllaeTcs IMOJ BHUJIOM HPOJAAKH
ToBapoB B cerd Instagram wiam Telegram (uawe 6ceco mowennuxu
«Mpooarom» aemo3anyacmu, cadosvie Kadeiu, HOBO20OHUE e, MOPENnPOOYKmbl U
opyeue  moeapwvl).  3IOYMBIIUICHHUKA  OpEjlaraloT  MNOTCHIUAIbHBIM
MOKYTIATEJISIM TIEPEeBECTH MPEOIIaTy 3a TOBap M OOEIIAIOT €ro BBICJIATH IO
MOYTEe WM KyphEpoM, IOCJIE 4YEero OOIIEHHE NPEKpaIlaeTCs, U «KJIUCHT
OCTAETCSl HU C YEM.



Cnpagouno:

Takorce naubonee pacnpocmpaneHuvie NPecmynHble CXembl.

360HKuU om umenu oOaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmeeHHbIX 0pP2aH08, K0204 MOWEHHUK, UCHOJIb3YSA MEXHO02UI0
HOOMEHbL HOMEPA, 360HUM C HOMeEPd, NOX0JHce20 HA ODUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuuy ¢ Kapmotu, «0JI0KUposKe
cuema» UMU «HONbIMKE 6310MA», a4 OIA «3aWumvly UIU «OMMEHbL
onepayuuy npocum coodbwums CVV-xo0, Odanuvie uz SMS-coobwenus c
KOOOM NOOMBEpHCOeHUsl, napoiib U3 UHmMepHem-OaAHKUHea Ul nepesecmu
OeHbeU Ha «De30NACHbILY (Ha camom Oelle NOOKOHMPOJIbHbIU MOULEHHUKY)
cuem,

Gumunzosvie SMS-coodwenun u nucoma, xo2oa npuxooum SMS-
cooOweHue U 21eKmpoHHOe NUCbMO C CcooOujenuem O «OJOKUPOBKe
Kapmosly, «npooneme C HAIO20MY», «8blucpvbluie 8 Jlomepeey, KOmopoe
CO0epIHCUM CCHLIKY HA QUUIUH2OB8BLL UHMEpHem-pecypc (cauiim — KIOH),
KOMOpblll  8bleIA0UM  KAK  OQuUYUAnbublli  UHmMepHem-pecypc  OauKa,
HAN020680U UHCNEKYUU UL Opy2020 20CYOAPCMBEHHO20 Op2and, 20e
mpebyemcs 66ecmu 102UH, NAPOIb, OAHHblE NIAMENCHLIX CPedCms, Nocie
8800a KOMOPHIX COBEPULACMC XULeHUe,

MOUIEHHUYECM8A 68 COUUAIbHBIX CeMAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310yMblULIEHHUK 8371AMbI8AET AKKAYHM 8
coycemu uau cozoaem ¢Hetikosulil, NOXONCULl HA He2o, nuuem OIUKUM
POOCMBEHHUKAM OM UMEHU 61A0eiblyd AKKAYHMA, YMO CPOYHO HYIHCHBI
O0eHbeU HA «OUYeHb 8adCHOe 0eN0y (NONAll 8 CIONCHYIO CUmYayuio, nonaiu 8
HTII u 0p.), npocsi HUKOMY He 360HUMDb, IUOO AHANOSUYHASL Npedbloyuell
cxema, Koeoa MUMEHbI0 CIMAHOBMCsL OPY3bsil, A MOWEHHUK OM UMEHU Opyed
nuwem, 4mo 3acmpsi 3a epanuyel, ¥ He2o YKpaiu OeHbeu/00KYMeHmMbl, U
npOCUm cpo4HO nepesecmu Cpeocmad,

elikoevle unmepHem-mazazunsl, K020a co30aemcs Kpacuswlii caim-
OOHOCMPAHUYHUK —UIU  2PYNNa 6 COYUAIbHOU cemu  (3auacmyio 8
«HUncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYAIbHLIUL Y HACENeHUs.
moseap (mexuuxa «Apple», caodosas mebenb, Hady8Hble Oaccelinyl,
bpenoosas odexcoa u Op.), a nocie npedoniamvl Mmosap He Npuxooum, a
catim uau 2pynnel ucuesaiom, JIuUOO COOOWEHUs dcepmevl  oanee
USHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOaApPCHIBEHHBIX OP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OmM UMEHU «cyobuy, «compyonuxa MBIy,
«HAN02080U» ¢ mMpebosaHuem CpPOYHO ONIAMUMb HeKUU QUKMUBHBIU 007,
Wmpacg unu NOWIUHY, Y2poxcas apecmom c4emos Uiy Opy2um HaKka3aHuem,
npoCsAm YCMAHOB8UMb NPUNONCEHUEe OJisl YOAleHH020 docmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay», umo oaem um
NOJHBIL KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEGUIESO,

¢unancosvle nupamudvl U UHEECMUUUOHHbBIE MOUIEHHUYECMEA,
maxkue KAk — NPeoNoNCeHUs  «BbICOKOOOXOOHBIX — UHBeCMUYUL» 8
KPUNmMo8auomy, Oupicu uiu Cmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
ooxooom. Ilpu osmom Ha nepeom smane Mocym 0addce BbINIAYUBAMD
HebobuUe NPoYeHmbyl, 4Umodbl nomepnesuiuli 6Hec euje 60bULe OCHEIHCHBIX
cpedcma u npusesl pPOOCMEEHHUKO8, OpYy3ell U 3HAKOMbIX, NOCIe 4e20 NPOEeKm
3aKpblBAEmcs, a OeHelCHble CPeOCmBa NOXUUWAIOMCSL,

8bIMO2AMENbCIMEO HA UHMUMHOU Nou6e («ceKxcmopuieny), Ko2od
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCEPMBOLL, 6MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeouame UHMUMHO20 XapaKmepa iy K OomnpasKke
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OMKPOBEHHBIX (POMO, 3anucvléaem Udeo ulu oeiaem CKPUHWOmbl, a 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparomme o00OpOThl BbIMOIaTelbCTBA
(526 cayuaes) ¢ MCHOJIB30BAaHMEM HWH(POPMALMOHHO-KOMMYHUKALIMOHHBIX
TE€XHOJIOTHl: TOTEPIEBIINX MO/ PaA3IMYHBIMU NPEAJIOTaMH BBIHYXAAIOT Ha
aM4HbIX ycTpoiicTBax [Phone BoiiTm He B cBOX ydeTHyr 3anuck. llocie
Bxoja [Phone GiokupyeTcs Kak MOXUILCHHBIM U CTAHOBUTCS HE TIPUTOIHBIM.
JIns1 pa30I0KUPOBKY 3JIOYMBIIIIICHHUKY TPEOYIOT BBIKYII.

[TosTOMy HH B KOEM Cilyyae HeJib3l BXOAUTH HA CBOEM YCTPOIICTBE B
YYKYI0 YYeTHYIO 3allMCh, BJIAJENIC] YUETHON 3aliCU MOXKET 3a0JI0KUPOBATh
YCTPOUCTBO.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLIAEMBIE B CTPAHE

- 380HKK OT umeHu Danka, coTpyaHuka MBA, KM u
MHBX FOCYARPCTBEHHBX OPTaHoB

PrmrHrosse SMS-coobueHun u nucema

MOWEHHUYECTES B COUMINLHLIX CETRX M
MeCcCeHpsepax

MOLWEHHUYECTEA NPK OHNAHRH-NOKYNKAX H3
NACIAAKAX N0 NPOAAME TOBapOB

PeitROBbIE MHTEPHET-MAra3uHL:

MOLWEHHUYECTEA MO BUAOM rOCYA3 PCTBEHHBIX
Opravose

itl“NaN\'OBt“? nUpamMmuan 1 MHBECTULUMOHHDE
MOWeHHWYecTea

@B S M PG

BHMOr3TENDCTEO H3 MHTUMHON NOYEE

CnenyeTr OTMETUTh, YTO (PMIIMHI ¥ MOIIEHHNYECTBO ¢ 0AaHKOBCKUMU
KapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuend KuOepMOIICHHUYECTBA B
Pecnybnuke benapyce.

[Ipu »TOM Hapsigy ¢ JAHHBIMHU MPECTYNHBIMM CXEMaMU MOUIEHHHUKU
AKTUBHO HCMOJIB3YIOT M Takoil MeTOoJ (UIIMHra, TMpU KOTOPOM
KOH(pUJCHIIMANIbHBIE  JaHHbIE  OCJIIOPYCCKMX  TpaXKJaH  JOOBIBAIOTCS
3JIOYMBIIIUICHHUKAMU  MMOCPEJCTBOM  TelI€(OHHBIX 3BOHKOB. OJTOT BUJ
MOIIIEHHUYECTBA HA3bIBACTCS «BHILIMHI.

Cnpagouno:

Buwunz — smo ycmuas pasHosuoHocms @uuiuned, npu Komopou
3M0YMBIUUIEHHUKU NOCPEOCMEOM MeNeq)OHHOU C853U, UCNOb3Y NpUuembl,
Memoobl U MeXHOI02UU NCUXOTIOSULECKO20 MAHUNYIUPOBAHUS, NOO PA3HLIMU
npeosocamu, UCKYCHO Uspasi OnpeodeieHHYI0 poib (KaK npasuio, COmpyoHuKa
OamKa, MexHU4ecKo2o0 CHeyualucma u m.0.), BbIHYHCOAIOm YeloBeKd
Cco0OWUMb UM C60U KOHpUOeHYUATbHbIEe OAHKOSCKUE UNU NEPCOHANbHbLE
OanHbvle TUOO CIMUMYAUPYIOM K COBEPUIEHUIO ONPeOeleHHbIX O0eUCmEUll co
CBOUM OAHKOBCKUM CHEMOM UU ODAHKOBCKOU KAPMOLL.



I[lo wmepe pa3Butuss  UHGPOPMANMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH  BO3pPacTalOT M  BO3MOKHOCTH KHOepNpecTYIHHKOB.
HekoTopble MOILIEHHUYECKHE CXEMbl MOJYYMJIM HOBYIO >KHM3Hb Ojarojaps
UCKYCCTBEHHOMY MHTEJUJIEKTY.

Pacrer konmyecTBO ciy4aeB MOIIEHHUYECTBA C HCHOJIb30BAHUEM
TexHosoruu Deepfakes — 3T0O co37aHHBIE HMCKYCCTBEHHBIM HHTEIJICKTOM
rOJIOCOBBIE COOOIIEHUSI M BHUACO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJICTBEHHUKOB, KaK IMPaBUJIO, C MPOCKOOIl O CPOYHOM JICHEKHOM IEPEBOAC U
zp.

[Ipu BuAECO3BOHKE cieayeT oOpaliaTh BHUMaHUE Ha TAKUE JIETA, KakK
HEYETKOE WM CMa3aHHOE M300pa’K€HUE JUIA FOBOPAILIEr0, OTCYTCTBUE WIIU
HEECTECTBEHHAs! MUMHUKA JIUIIA.

[loMHuTE, YTO COTPYAHUKH OAHKOB M MPABOOXPAHUTEIHHBIX OPraHOB
HE 3BOHAT 4Ye€pe3 MECCEH/KEpPhl C HCIOJIb30BaHUEM BuacocBsazu. Ilpm
COBEpPLICHUN [ICHEKHOI0 IepeBOAa O] BJUSIHMEM MOIICHHUKOB
He00X0AUMO He3aMeJINTeIbHO 00PATUTHCA B OPraHbl BHYTPEHHHUX e
JUTSL COXpPaHEHUs JIEHEXKHBIX CPEACTB.

Jlaxke Korma HMCKYCCTBEHHBIM HWHTEJUIEKT HCIOJIb3yeTCsl BO 0Ouaro,
HY)KHO OBITh OCTOPOXKHBIM. Eciu paOOTHUK OpraHu3alid JyMaeT, 4YTo
3arpy3ut J1okymMeHT B 4yat GPT u oH Bce OBICTpO CHENaeT, TO 3TO MPSIMOM
NyTh K YT€UKE KOH(PUICHIMAIbHBIX aHHBIX. JIOKYMEHTBI OTIpaBATCS Ha
CEpBEPHI B JIPYTOM TIOCYJAapCTBE, W 3aKOHbI HAIIeW CTpaHbl y>K€ HE MOTYT
rapaHTHUPOBATHh UX OE30MACHOCTD.

MCNOJIb3OBAHUE
UCKYCCTBEHHOIO MHTEI]I]EKTA??"

B Uenesoi dprwmnr 6es owmnBoK:
NEPCOHANUIKPOBIHHLIE W TPaMMATHYECKH DeaynpedHble
Pacceinku, o6XOARME TNABHEIA MapKep yrpo3bl.

I MowenHuuecTeo yepes Deepfake:
reHepaums BHALO W roN0Ca PYHOBOACTES ANA .
CAHKUMOHMPOBIHKA HE3ZAKOHHLIX PUHAHCOBLIX onepa“"' 2

B YH-6orbl gan COUMANBHOR HIHMEHEPHM: ‘.\ /
BEAEHHE OCMBICNEHHED AMAN0OTOB ANA BLIMAHWBAHNA | },
KOHpHAeHUMANBHOK MHGOPMIUMK. | 4

5
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IIpesunent benapycu A.l'.Jlykamenko, Boictynas Ha |l Munckoi
MEXTyHANPOIHON KOH(MDEPEHIMN MO €Bpa3uiCKON O€30MaHCOCTH, KaK OJHY
U3 KJIIOYEBBIX 3ajJlad B I1€JI0M 0003HAYMJI HEOOXOJAUMOCTh NMPUHATHS MEpP B
00JaCTU MCKYCCTBEHHOTO WHTeIUieKTa: «Heynpaenaemas 2onka 6 3moii
cghepe npespawiaem e2o u3 nonenozo pecypca 6 opyycue. B nepcnekmuee
— MACC06020 NOPAICEHUA) .
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Heynpaesnaemas 2oHKa 8 amoli
chepe npespawjaem €20 (npum. -
UCKYCCmeeHRbIU uRmennekm) U3
Mone3Ho20 pecypca 8 opyrue.
B nepcnekmuse — maccosoz20

nopaxeHus. , ,

MTpezudenm Pecnytnusu Benopycs A.1. JTyKOWeNRo,
I MuHCHGS MeROyHaGPEIHRA NOHEDEHIN NO
eapo3uickoli GezonacHoomu, 28 oxmatips 2025 2

Cotpyanukamu MuHHCTEpCTBAa BHYTpPEHHHMX Jnenl U HarmoHansHOTro
O0anka PecnyOnuku benapych NpuUHHMalOTCSI Mepbl, HANpaBJIeHHble Ha
0J10KMpOBaHUE MOLIEHHMYeCKHX onepauuii. B bemapycu ¢ 1 mapra 2024 1.
nercteyer Yka3 Ilpesmmenta Ne 269, KoTOpblid mpenocTaBisieT OaHKaM
BO3MO>KHOCTb ITPUOCTAHABINBATH MMOJO3PUTENIbHBIE TEPEBOBI U COBMECTHO C
IPABOOXPAHUTENbHBIMUA OpraHaMH paccieloBaTh WHUUACHTHI. JlaHHBIM
MEXaHM3M [O3BOJSET JAO0CTaTOYHO AP EKTUBHO  B3aUMOJECIHCTBOBATH
rpax<JiaHaM C OpraHaMH BHYTPEHHUX JI€]l, @ UM, B CBOIO OU€pelb, «B PEKUME
24 wa 7» mepenaBaTh yKa3zaHHYI0 HWH(opManuio OaHKOBCKOMY CEKTOPY U
noyiy4atb OT Hero 3¢Q(exkTHBHO H OBICTpO HH(OpPMALKIO O JHUIAX U
UHCTPYMEHTaX, KOTOPbIE 3a1€IICTBOBAHbI B MIPOTUBOIPABHOMN ESITEIBHOCTH.
W camoe ri1aBHOE — MPEANPUHUMATH MEphI, HAIIPaBJICHHbIE HA COXpPaHEHUE
y>K€ TIOXUILEHHBIX JEHEKHBIX CPEACTB Yy IPAKJIaH U HEAOMYLIECHUs NepeBOa
uX Ha 3apyOeKHBIE cUeTa.

B c¢Bs3u ¢ HEOOXOAMMOCTBIO 3aIlMTHI OT MOIIEHHUKOB OaHKHU
YCTaHABIIMBAIOT JIUMHUTHI MO CHATHUIO JieHeT B OaHKOMAarax Ha TeppPUTOPUU
benapycwu.

bopprba ¢ »aTUMHM mOpecTyrsieHUsSIMH TpeOyeT He TOJbKO Ooiee
COBEPILEHHBIX TEXHOJOTUMH 3alIUThl, HO U (PYHIAMEHTaIbHOI'O MOBBIIICHUS
uM(pPOBON rPaMOTHOCTH HACENEHHUS, TOCKOJIbKY UMEHHO YEJIOBEK OCTAaeTCs
HauOoJiee ySI3BUMBIM 3BE€HOM B JIIO00M cUcTeMe O€30MacHOCTH.

[ndpoBasi rpaMOTHOCTH HACEICHUS
Kubepo6e30nmacHOCTb — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. Ona
HAYMHAETCS C TaKUX MPOCTHIX BElIeH, KaKk BbIOOP HAJEKHOTO MapoJis st
JOMAIIHEeN BJIEKTPOHHOM MOoYThl. BaXHO MOMHUTBH, YTO OJUH M TOT K€
napoJib HEeJb3sl HKCIOJIb30BaTh OJHOBPEMEHHO Il paboued MouThl, s
pErucTpali Ha pa3iudHbIX caliTax U B MecceHikepax. K ciioBy, nTuyHbIe
JAHHBIE 4Yalle BCEro IONAaJaroT K 3JIOYMBIINUIEHHUKaM W3 0a3 JaHHBIX



Mara3uHoOB (Mbl ocmasisiem Gamuiuro, ums u Omuecmeo, aopec u meneg)on npu
peaucmpayuu 0Jisi NOAYYeHUsL OOHYCHBIX UTU CKUOOYHBIX Kaphi).

HeobOxonuma »neMeHTapHas mu(poBasi TUIrMeHa, TMPU KOTOPOU
c00J110leHHe MPOCTHIX MPABWJ NMOBEAEHHUS] B CETH I103BOJIACT 3alUTUTH
NepCOHAJIbHBIC JJaHHbIC, (DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyalnbHOCTh TeMa LU(PPOBON TUTHEHBI NPUOOPETAET B
OTHOILLIEHUU MOAPACTAIOUIETO MOKOJIeHU. JleTh ceroaHs He TOJIBKO aKTUBHO
0OIIIaf0TCA B MECCEH]IKEpax, HO U MOTPYKAIOTCS B MUP OHJIAWH-UTD, TAC UX
Kpyr OOIIEHUS pacmMpsieTcs 3a cueT He3HakomIleB. Cpead HUX MOTYT
CKPBIBAThCS U KHOEPIPECTYITHUKH, CTPEMSIIINECS UCTIOb30BaTh peOCHKA IS
noiydeHuss KoHpuaeHManibHOM wuHMopManuu. Heokpemnmias ncuxuka,
[IOJIBEP)KEHHOCTh BHYILICHUID W MaHUITYJHUPOBAHUIO [EJIAIOT HX JIETKOU
«J10OBIYECH JJIs 3JI0YMBIIIJICHHUKOB.

BE3OMNACHOCTb AETEA B CETU —

3TO HE 3ATPETHI, A AOBEPUE U NMPABUJIA
BoiCTpamBanTe OTKPLITHIC OTHOWEHUA: PEBEHON

AOMMEH FHATDH, 4TO MOBET PACCKAZATL Bam 0 MoBok
npobneme Ge3 CTpaxa HaKaIaHMA.

YCTAHOBMTE YETHWE rPaNMLbl: COTNACYHTE Bpems
OHNARH, PAFPEWEHHBIE CIATHI U NPUAOKEHNA

UcnonvayiiTe TeXHUNECKWE CpegcTea:
POAMTENLCKHWA KOHTPONE M OBIUME 3HKAYHTEI
ANA MAAALMX AeTeR

be3onacHoCTh AeTeil B CeTH — 3TO He MPOCTO 3aNpPeThl, a CO3JaHUE
3al[MIIEeHHON cpeabl W 00yYeHHe NMPABUJILHOMY NOBedeHHI0. B cembe
HE0OXOAMMO BHICTPaUBaTh J0BEPUTEIbHbIE OTHOLIEHUS ¢ pedeHKoM. [leTtu
HE JIOJDKHBI UCKaTh MOHUMAaHUS Y HE3HAKOMIIEB B CE€TU, a OBITh YBEPEHBI, UTO
MOTYT pacckazaTb POJUTENISIM O JI000W CTpaHHOW WM HEMPUATHOU
CUTyaIlMU B CETU 0€3 cTpaxa ObITh HaKa3aHHBIM.

BakHO 10roBOPUTHCH U YCTAHOBUTH YeTKHE MPABWJIA. KAKUE CANUTHI
MOKHO TIOCEIIaTh, CKOJIbKO BpPEMEHH TMPOBOJAUTH OHJAWH, KaKUe
MIPUJIOKEHUSA MOKHO UCIIOJIb30BaTh.

Jois Miagmmx gereil peKOMEHAYeTCsl CO31aBaTh aKKAYHThl BMECTE U
3HaTh UX MapoJiv. Vcnosb3oBaHre CreuraJu3upoOBaHHOIO MPOrPAMMHOIO
o0ecreyeHnsi POAUTEIHLCKOT0 KOHTPOJIS MO3BOJIUT OrPaHUYMBATh BpeMs 3a
AKpaHOM, PUILTPOBATH KOHTEHT, OJIOKUPOBATh HEXKEJIATEIbHBIC CAaNUTHI.

CyllleCTBYyeT MHOXKECTBO MNPECTYNMHBIX CXeM, HCIOJIb3YEMbIX
KHOEPMOIIIECHHUKaMY B OTHOIIIEHUH HECOBEPIICHHOJIETHUX JIeTeH.
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PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUIA NPOTUB AETEW

ubecnnarHbien NOJapPKH Defkosbie 3ANPOCHI OT 4 APYSeir» Fpymunr ==

Usrs mwgenen ¢
Anaegee, STOGo MBn

e

Kubepbynnmur [ecTpyRTHBHLIA HOHTEHT

X X

- e <

Cnpaeouno:

Cnocobwi kubepnpecmynienuii 8 omuoulenuu oemeu U NOOPOCMKO8:

«becniamuvley NOOAPKU U  PO3BIZPBIMU, K0204 pebeHK) O
NOJYYEHUs. 8blUSPbIUA Npediaeaemcs nepeiumu no CCulike U 68ecmi
niaamedgicHvle U umvle Oanmvle e2o pooumenei. OCHOBHAS Uelb — YKPACHb
OanHvle DAHKOBCKUX KAPM UL YHeMHbIX 3anucetl,

«heiikoevle» 3anpocvl om Opy3eil, Ko20a C UCNOJIb308AHUEM
83NOMAHHO20 AKKAyHma opyea pebeHKa Npocsim HnoMmodb (nepesecmu
OeHedICHble CpedCcmea), a pebeHOK, Hcelds NOMOUb, MONCEN He YCOMHUMbBCS
68 IUYHOCMU NPOCAUe2O;

«ZPYMUH2Y, KO20A 83DOCIIbLI 3/I0YMbIULIEHHUK NOO 8UOOM CEEPCIMHUKA
emupaemcs 8 0ogepue K pebeHKy 6 coycemsx Uuiu uepax, NnoCmeneHHo
8bi8eObIBAC TUUHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bl3bleaenm 4y8CHeo
Onuzocmu, a 3amem MOMNCEM GLINPAUUBAMb UHMUMHblE Homo/sudeo uiu
HA3HAYAMb JUYHYIO 6CMpedy, UYmo MOJNCem Npusecmi K CO8epULeHUI0 8
omHouleHuu pebeHKa Oelcmeuli CeKCyalbHo20 Xapakmepd, Komopbie
pebeHoK 6 CUly 603pacma He MOodcem OYEHUBamv, KAaK COYUANbHO-
3HAUUMbLE, CUUMAS NPOUCX0OsUee USPOlL;

«CeKkcmopuieny, Ko20a NpecmynHux, HOaAy4u8 UHmMuUMHvle omo uiu
8U0e0 (000P0OBOILHO OMNPABIEHHblE PeOEHKOM UNU Yepe3 B3/10M Kamepbvl),
HauuHaem wanmanxicuposams pebenKd, 8biMo2das Kak mamepuaibhvle Oaazd,
Mak u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKmepa,

Kubepoynnune (unu mpaens), Ko20a co30alOmMcs 2pynnol u NAOIUKU
0151 HACMeweK, VHUSUMENbHbIX KOMMEHmMapues, Omnpasisiomcs yepo3vl 8
JIUYHBIX COOOWEHUAX, YUmOoObl NPUYUHUMb DeOeHKY NCUXO002U4ecKyro 00.b,
YUMo HepeoKo MOodHCem 3AKOHYUMCSL Oenpeccuell Uil 0axce camoyouticmeom,

606JleueHUEe 6 ONACHble CO00WecCmea, Nponazanoupyroujue
O0enpeccugtvle meuenus, Cyuyuo, aHOpeKCuro, Hacuiue uiu IKCMpPeMusM,
Komopvle NpenooHOCAMCcs pebeHKy KaK Ymo-mo «MOOHOe», «Kpymoey Uu
«3anpemHoer.

Baxxno wnayunth nereld 1mudpoBOd TPaMOTHOCTH W KPUTHUYECKOMY
MbILIJIEHUI0. VUM HYXHO MOHUMATh, 4TO HHTEpPHET — J3TO OTpPa)KeHHe
peajibHOr0 MHUPA: B HEM €CTh U XOpolluHe, U IJIOXHe JIIAM, U IPaBuja
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0€e30MacHOCTH 3/1eCh TAK K€ BaKHbI, KAaK U Ha yJjauue. He skxoHOMbTE Ha
BpPEMEHHU, Yallle 1 00JbIlle pa3roBapuBaiTe cO CBOUMU JeThMU!

Takoke B 3aluTe OT MPECTYIHBIX MOCITATENbCTB, B MHPOPMUPOBAHUU
Y JIOIIOJIHUTENBHOM BHUMAHUU HYXKIAKOTCS U JIFOJIU [OKUIIOTO BO3pacCTa.

*k*kk

3a mocienHee BpeMsi B pecnyOJjMKe TMPOU3OILIN 3HAYUTEIbHBIC
MO3UTUBHBIE CABUTH: yAAIOCh OOMIMMHU YCHJIMSIMU MEPETOMUTH TEHJICHIINIO
pocTa uucia KUOEPIPECTYIUIEHU, 3aMETHO BBIPOC YPOBEHb LUQPPOBOU
3allUThI, JEMOHCTPUPYET OIEPATUBHOCTh M aJalNTUBHOCTh K TEKYIIUM
BBI30BaM OE€JIOPYCCKOE 3aKOHOJATEIBCTBO B 00JaCTH KHOEPOE30MacHOCTH H
ap. llpumedarenbHO, 4YTO Haml ONBIT OOpPHOBI C KHUOEPHIPECTYNMHHKAMU
aKTUBHO MPUMEHSIOT B IPYTUX CTpaHax.

Kak ormerun Ilpe3ugent PecnyOosmku beaapycs A.I.JIykamenko,
«abconiomuylo 3auwjumy Om Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIIHCHb MUHUMUZUPOGAMb PUCKUY». ITOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbId Yy4YaCTHUK HWH(OOPMAIMOHHBIX
OTHOIIEHUW, KaXJas oOpraHu3anus OyAyT OTBETCTBEHHO TOIXOJUTh K
BBITIOJIHEHUIO TPeOOBaHUN MO0 KHOEpOe30MacHOCTH, a KaXKIbld YEIOBEK
NOPOSBUT OJUTENILHOCTh W BHUMATEIBHOCTh B CIIy4ae CHUTYalldd C
MOIIIEHHUKaMH.



